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Committed Changes 555- 531 of 555 Qlders

Rev  Scores Commit log message Date Author
Commented out unused, set but never read variables (cause build to fail f warnings treated as errors) Jun 12 (5 days ago) GooglePlus@YoungJul.
initalize graph cursors to avoid crashing (issue 21) Jun7,2012 dn337t@gmail.com
Fixed markup (missing Jj) on wiki page Antennas Jun7,2012 dn337t@grmail com
Updated commands to reflect curent ones on wiki page RunningPM3 Jun7,2012 dn337t@grmail. com
Updated commands and udev entry on wiki page RunningPM3 Jun7,2012 dn337t@gmail.com
Updated commands to reflect curent ones on wiki page TagOps Jun7.2012 dn337t@grmal com

use downloaded keyring dirsctly to avoid polluting the user's Jun7.2012 dn337t@grmail com

EIEEE

use char instead of uint8_t to avoid wamings/casting Jun7,2012 dn337t@gmail.com
replaced the getline which doest support by minGW on windows May 31,2012 douniwan5788

Enhanced hf mf chi , add default key.support dic filz and so on May 29,2012 douniwan5788

removed redundant Dbprintfs from Snooplso1443a (issue 25) May 29,2012 dn337t@gmail.com
typofix in install-gnuarmd script May 29, 2012 dn337t@grmail com
optimized loop in MiareNested (issue 36) May 29,2012 dn337t@grmail com
fixed assignment vs. equals operator (issue 35) May 29,2012 dn337t@gmail.com
added CmdHF15CmdReadmult using Adian's second patch from issus 20 May 29, 2012 dn337t@grmail com
textual changes: error messages and comments by Andrian + attibution May 29,2012 An337t@grmail. com
added head comments on CmdHF15Cmd(Read, Wiite) using Adrian's secand patch from issue 20 May 29,2012 dn337t@gmail.com
clarification in 'hf 15 cmd wite’ message using Adrian's second patch from issue 20 May 29, 2012 dn337t@grmail com
implemented output of recsived octets in f 15 cmd raw’ May 18,2012 dn337t@grmail com
added hf 15 cmd sysinfo’ using Adrian's second patch from issue 20 May 18,2012 dn337t@gmail.com
typofix in prepareHF15Cmd comment based on Adrian's second patch from issue 20 May 18,2012 dn337t@grmail com
fixed ofiset in hf 15 cmd rzad"to avoid losing the first octet/byte May 18,2012 dn337t@grmail com
baolean fix in hf 15 cmd read" using Adiian's second patch from issue 20 May 18,2012 dn337t@gmail.com

typofixes in ISO15693 getUID head comment May 18,2012 dn3371@gmail.com
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extendzd ISO 15693 UID map using Adrian's second patch from issue 20 May 17,2012 dn337t@grmail com
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Proxmark3 — ,, A Radio Frequency IDentification Tool”
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1. kitéré: Amplitude-shift keying (ASK)

Forras: University of Rhode Island
Department Of Electrical and Computer Engineering

http://www.ele.uri.edu/Courses/ele436/
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1. demo: egyszerii forgalomvisszajatszas

> alacsonyfrekvencias RFID kulcstarté ,, megvildgitasa”
» vivéfrekvencia mintavételezése (1f read)

» adatok PC-re vitele (data samples 2000)

» adatok vizualizdldsa (data plot)

» ASK demodulécié (data askdemod 1)

» kapott jel visszajitszdsa (1f sim)
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1. demo tanulsagai

> az alacsonyfrekvencids RFID kulcstartdk , butdk”
> elegend6 egy masodperc az adatgylijtéshez

» nem sziikséges a (teljes) protokoll ismerete
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kitéro: Manchester-kddolas

Clock
Data

ey T H
(as per G.E. Thomas)

naRr m—
(as per IEEE 802.3)

Forras: Wikipedia

https://en.wikipedia.org/wiki/Manchester_code

e
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2. demo: forgalomelemzés

» alacsonyfrekvencias RFID kulcstarté ,, megvildgitasa” =
» vivéfrekvencia mintavételezése (1f read) !
» adatok PC-re vitele (data samples 4000)

» adatok vizualizdldsa (data plot)

» korrelacidkeresés (data autocorr 4000)

> lizenet- és bithossz meghatdrozasa (kurzorvonalak)
» ASK demodulécié (data askdemod 1)

» Manchester-demodulécié (data mandemod)

> nyomtatott azonosité , kibdnyaszasa”
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2. demo tanulsagai

> a protokollok ,, nem tul osszetettek”

» drulkoddk a feliratok — elég egy fénykép?
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3. demo: Manchester-moduldlt jel visszajatszdsa

» alacsonyfrekvencids RFID kulcstarté , megvildgitasa”
» vivéfrekvencia mintavételezése (1f read)

» adatok PC-re vitele (data samples 2600)

» ASK demodulacié (data askdemod 1)

» Manchester-demodulécié (data mandemod)
> Ismétlédd jelsorozat formazasa (tr -d 7 )

» Manchester-modulélt jel visszajitszésa (1f simman)
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3. demo tanulsagai

> analizist kovetben a tartalom mddosithaté
» a mddositott adat visszajatszhaté

> hardveres fuzzing
> megszemélyesités

SILENT SIGNAL WWW.SILENTSIGNAL.HU

vvvvvvvvvvvvvvvvvv



3. kitéro: EM410x karydk

» Gyarté: EM Microeletronic
» Swatch Group Electronics Systems

» Frekvencia: alacsony (125 vagy 134 kHz)
» Kapacitas: 64 bit

9 bit fejléc

4 bitenként sorparitas

4 bit oszlopparitas

1 stopbit

Hasznos adat: 8 + 32 bit

vV vy VYT VvYy

——
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4. demo: EM410x kartya klénozasa

\{

EM410x kartya ,,megvilagitisa”

v

vivéfrekvencia mintavételezése (1f read h)
adatok PC-re vitele (data samples 4000)
EM410x ID dekédoldsa (1f em4x em410xread)
EM410x szimultor inditdsa (1f em4x em410xsim)

v

v

v
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4. demo tanulsagai

> teljes protokoll stack visszafejthet6
> barmilyen ID megszemélyesitheto

» ha rd van nyomtatva, fényképrdl is
» mekkora az entrdpia? nyers erének ellendll?
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Osszefoglalds

>, kedvenc vesszoparipak”
» nincs silver bullet (se ingyen ebéd)
> biztonsdg vs. haszndlhatésag
» Ujdonsag ez egyéltalan?
» biztonsidg a TCP/IP-n tdl
» GSM
» TETRA
> Soha ne higgy a security by obscurity-ban!
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Koszonom a figyelmet!

Facebook

vsza@'silentsignal.huI
L []

web
1

e-mail
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