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TL;DR

KF/x: https://github.com/intel/kernel-fuzzer-for-xen-project

Full-VM snapshot fuzzer
Open-source (MIT)
Integrates with AFL/AFL++

In this talk — the tale of two vastly different targets
- Linux Virtio

- Symantec Endpoint Protection


https://github.com/intel/kernel-fuzzer-for-xen-project

Xen VM forking

Copy-on-write memory in VM forks

Parent VM Fork VM
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Reset vCPU registers and free dirty pages



Fuzzing with KF/x

Magic
Parent CPUID
\A\Y Fork

______________________

' Compile & run target
'code with CPUID harness
iin place.

.No custom compiler
.neededI

Easy to override with

'Any error-handling
‘function can be a
' designated sink point.

________

panic()
Sink Add OxCC | kasan_report()
VM ubsan_prologue()
l Fork
Fuzz
VM
Reset

Decode IPT log
Report coverage

A

Fuzz

e custom list (symbol

Read input from AFL
Write it to VM’s mem

Catch a breakpoint
Report crash
Catch Magic CPUID

Report no-crash
Neither: timeout

Analyze

____________________________

Can run multiple forks &
'multlple fuzzing loops :
'concurrently :



Design principles behind KF/x

Stable foundation

- All hypervisor components upstream (VM forking, introspection, IPT)
Reduced complexity

- No in-guest agent necessary

Flexible

- Components should be reusable to target any code running in the VM

Extendable

- Integrate with other fuzzers, use different harness mechanism, etc.



Limitations

No I/O in fork VMs
- No disk, no network, no screen, no console, no MMIO, no interrupts
- Single vCPU only

Bug enrichment features need to be compiled-in (ASAN, UBSAN)

Target needs to execute normally in a Xen VM



Fuzzing Virtio

Part of a larger kernel hardening project in preparation for TDX

See Linux Security Summit ‘21 talk by Elena Reshetova

Attacking guest from the host via shared memory (“DMA”)

Xen doesn’t support Virtio — can’t use KF/x

- Unless .. !


https://static.sched.com/hosted_files/lssna2021/b6/LSS-HardeningLinuxGuestForCCC.pdf

VM transplantation!

The idea is simple:

1. Capture system state on KVM

2. Transfer it to Xen
Andrew Cooper 8:14 PM
3. Load but yeah - | don't see any showstoppers
4. Fuzz! but | forsee death by a thousand papercuts '

’ tklengyel s:15 pm
"should just work"

-
" <
-—




Capturing the system state

During fuzzing we are running the VM forks with only:

- Memory

- CPU

We are in luck! QEMU QMP command dump-guest-memory

- Creates and ELF file detailing the memory map & memory contents

- Surprise undocumented feature: an ELF note has the CPU register state

We also need the magic CPUID pausing on KVM


https://qemu-project.gitlab.io/qemu/interop/qemu-qmp-ref.html#qapidoc-1288

diff --git a/arch/x86/kvm/cpuid.c b/arch/x86/kvm/cpuid.c

index 6bd2f8b830ed..{9855cf5eacd 100644

--- a/arch/x86/kvm/cpuid.c

+++ b/arch/x86/kvm/cpuid.c

@@ -1138,6 +1138,13 @@ int kvm_emulate cpuid(struct kvm vcpu *vcpu)

eax = kvm_rax_read(vcpu);

ecx = kvm_rcx_read(vcpu);

if ((vcpu->run->kfx.cpuid && eax == vcpu->run->kfx.cpuid) || (!vcpu->run->kfx.cpuid && eax == KVM_EXIT_KFX_CPUID)) {

vcpu->run->exit_reason = KVM_EXIT_KFX_CPUID;

0 o 3 === 5/E t/1386/kvm/kvm.
kvm_skip emulated instruction(vcpu); a/margst/ V- €

+++ b/target/i386/kvm/kvm.c

return 0; @@ -4219,6 +4219,8 @@ void kvm_arch_pre_run(CPUState *cpu, struct kvm_run *run)

+ + + + + +

s\ gemu_mutex_unlock_iothread();

—— e e e e e e — — = — —

.KVM patch to exit
.on magic CPUID

———————————————————— @@ -4594,6 +4596,12 @@ int kvm_arch_handle_exit(CPUState *cs, struct kvm_run *run)

ioapic_eoi_broadcast(run->eoi.vector);

+ run->kfx.cpuid = kvm_kfx_cpuid;

MemTxAttrs kvm_arch_post_run(CPUState *cpu, struct kvm_run *run)

___________________ — ret = 8;

I break;
| Q E M U patC h to : case KVM_EXIT_KFX_CPUID:
| pause VM e = fprintf(stderr, "KVM: KF/x CPUID caught!\n");

kvm_cpu_synchronize_state(cs);
vm_stop(RUN_STATE_PAUSED) ;

ret = 9;

break;

I
|
|
|
I
I
I
|
|
|
I
I
I
|
|
|
I
I
I
|
+ + + + o+ o+



——— e ——— . — — e — — — — — — — — — — — — — — ————

root@t2:/shared/cfg# cat transplant.cfg
arch = 'x86_64'

name = "transplant”

memory = 4000

vcpus = 1

hap = 1

__——~" nomigrate =1

=TT type = "hvm"

- vga = "none"

Loading state on Xen

—_
//
—

e, ee—_——— —————— = | vnc = 0

1. Create "empty" \VA\Y/ |_vntrace_buf_kb = 65536
2. Load memory according to memory map

3. Load CPU register state

- Fix mismatch between segment attribute byte format in ELF vs Xen

arb
{

tor has the following form:[*! {
type:4;
_— 24 |23 22 21| 20 19 _ 16 1514 (13 (12| 11 10 9 | 8 7 —_ 0 s: 1;
dpl: 2;
Base Address[21:24] | G |D/B |L | AVL | Segment Limit[19:16] | P | DPL 1 | Type | C/E | RIW | A | Base Address[23:16] p: 1;
avl: 1;
Base Address[15:0] Segment Limit[15:0] e 1:
db: 1;
g: 1
pad: 4;

1;

_u;
} arb;
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It’s alive!l

root@t2:/shared/5.10/capture/snapshot-0xf9f9bcaf0c93407c# x1 create -p -e /shared/cfg/transplant.cfg
Parsing config from /shared/cfg/transplant.cfg
root@t2:/shared/5.10/capture/snapshot-0xf9f9bcaf0c93407c# x1 list

Name ID Mem VCPUs State Time(s)
Domain-0 0 12096 8 r----- 177430.3
transplant 37 3999 1 --p--- 0.0

root@t2:/shared/5.10/capture/snapshot-0xf9f9bcaf0c93407c# xen-transplant 37 ./regs.csv ./memmap ./vmcore
Set vCPU context: success

Loading memory from file offset: Ox0 to memory offset: OxfffcOOOO Size: 0x40000

Loaded pages: 0 Failled: 64

Loading memory from file offset: 0x40000 to memory offset: 0x0 Size: 0xa0000

Loaded pages: 160 Failed: ©

Loading memory from file offset: Oxe0@000 to memory offset: OxcOOOO Size: 0x3c940000

Loaded pages: 248128 Failed: 0

Loading memory from file offset: 0x3ca20000 to memory offset: OxfbOOOOOO Size: 0x1000000

Loaded pages: 0 Failed: 4096

VM transplanting successful

root@t2:/shared/5.10/capture/snapshot-0xf9f9bcaf0c93407c# stepper --domid 37 --limit 10

Init vmi, init_events: 1 init_paging 1 domain (null) domid 37 json (null) kvmi (null)

. FEFFffff819f69f2 movzx ebx, word ptr [rbx + Oxe]

. fEffffff819f69f6 mov rdi, qword ptr [rbp - 0x70]

: fffffff819f69fa call Oxc474758

. FEffffff813e7150 push rbp

. fffffff813e7151 mov rbp, rsp

: ffffffff813e7154 mov r8, qword ptr [rbp + 8]

. fffffff813e7158 cmp rdi, -5

: fffffff813e715c ja 0Oxca84052

. fEffffff813e715e movabs rax, Oxffff7fffffffffff

. fffffff813e7168 cmp rdi, rax
: ffffffff813e716b jbe 0xcaB84043

rowvoo~Noun bk WwWwNE O

Sy

-~ i o nr
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Back to Virtio

We have a way to save, transplant & fuzz

Just have to figure out what to fuzz..

Virtio will be used for all /O on TDX 1.0

- Disk, network, console

That’s a lot of different code-paths to cover

- Does anyone even know all the different ways Virtio code is reached?



Retargeting existing code

Had a similar challenge while fuzzing xHCI
Made a tool (dmamonitor) that can hook Linux’s DMA API

- Hook dma_alloc_attrs with VMI
- Remove EPT permission from DMA pages

- Log RIP when EPT fault triggers with read-violation

Could really use it here too..

- We are in luck: https://github.com/KVM-VMI/kvm-vmi



https://github.com/KVM-VMI/kvm-vmi

: 'Boot Linux with DMA debug

|
.patched to have dummy AP 4. 'Handle EPT read-fault

1
|
I
i 'Unwind stack & hash return
A\

|
|
|
.for easier hooking & v |
force Virtio to go through DMA pointers |
AP =3 If hash is new, snapshot |
| be==gy ST ———
““““““““““““ Linux VM boot & /) o
runtime DMA // e
monitor ad
/-
//
Setup

: 'DMA hook triggers for

I
iDMA page use 3. IEPT fault triggers when Virtio
|Change EPT permission '

______________________ Is fetching data from page



File Virtual Machine View Send Key

Oxffffffffe1116a73
oxffffffffelaaned4
Oxffffffff81a9e9c9
Oxffffffff81age513
Oxffffffff81a9b965
Oxfrffffff819f50ae
Oxffffffffe19fafer
Stack key: 0xb033def3dch48fic

KF/x DMA log virtio-pci: Ox@ -> 0x1d84f000 <- DMA -> 0x1d84f000, size: 16, map: 1
EPT permissions restricted for page at 0x1d84f
KF/x DMA log virtio-pci: 0x0 -> 0x1d850000 <- DMA -> 0x1d850000, size: 4096, map: 1 Booting a command list

EPT permissions restricted for page at ©x1d850 Loading Linux 5.10.79 ...
KF/x DMA log virtio-pci: Ox0 -> 0x1d851000 <- DMA -> 0x1d851000, size: 1, map: 1 Loading initial ramdisk ...
EPT permissions restricted for page at 0x1d851
DMA access! RIP: Oxffffffff82118306 Mem: Oxffff88801d851800 -w
KF/x DMA log virtio-pci: Ox0 -> 0x1d851800 <- DMA -> 0x1d851800, size: 48, map: 1
EPT permissions relaxed for page at 0x1d851
DMA access! RIP: Oxffffffff819fe9f2 Mem: Oxffff88800c69b0Ge r-

oxffffffffg1004fb2

OxfFfffffffe112162d

oxffffffffe1116daf

oxffffffffe1116a73

oxffffffffg176dd29

OxfFffffff8176dcO7

Oxffffffff8177a695

OxfEffffff8177a486

OxfFfffffff817799cd

Oxffffffffg176fasa

oxffffffff8ibcdale

OxfFfrfffffe19f69f2

Stack key: 0xe90e5db5d9b50eef new!
Saving registers to regs-0xe90e5db5d9b50eef.csv
Saving memory from OxfffcO000 to 0x100000000 into file vmcore-0xe90e5db5d9b50eef at offset Ox0
Saving memory from 0x0 to 0xa@E00 into file vmcore-0xe90e5db5d9b50eef at offset Ox40000
Saving memory from 0xc0000 to 0x3calPEO® into file vmcore-0xe90e5db5d9b50eef at offset Oxe@OOO
égving memory from OxfboeEEEO to OxfcOOEOOO into file vmcore-0xe90e5db5d9b50eef at offset Ox3caz



No end-harness - .

| DMA access! RIP: OxFfffffff819f69f2 Mem: Oxffff88800c69b00e r-

I
| OXFFFFFFFFB1004Fb2 |
: oxffffffffg112162d |
| oxFFFFFFFF81116d4f |
) : oxfffffffe1116a73 |
We don’t need any! | oxFFFFFFFF8176dd29 |
: OxFFFFFFFfe176dc7 |
| OxFFFFFFFf8177a695 |
/ oxfFFfffff177a486 |
J oxFFFFFFFF817799cd |
1. Transplant snapshot / oxFFFFffff8176fasa |
/ 1 oxffFfffffaibcdal0 |
/s Oxffffffffe19f69f2 '
I
2. Fork /// // : Stack key: 0xe90e5db5d9b50eef new! :
. r 7
3. Singlestep up to 300k e
/7
) /
4. Check which of the stack return
pointers was reached
5. Inject breakpoint to transplant

Fuzz!

18



Results with hardened 5.15-rc6

126,061 DMA accesses observed during boot and basic functioning

13 unique DMA access sites

738 unique call-chains lead to DMA access

70 snapshots fuzzed based on top-5 stack frame uniqueness
7,567,463,809 fuzzing cycles completed (in 2 weeks)

0 issues found (no KASAN/UBSAN/panic/oops)

13 snapshots were found to have hangs when fuzzed

54 snapshots had less then 5 paths discovered

19



No bugs?

We weren’t the first

- Check out VIA: Analyzing Device Interfaces of Protected Virtual Machines

- They fuzzed 5.10 and already reported the sanitizer bugs & got them fixed

-  We were able to catch some of the same bugs they found when we targeted 5.10

| still consider this a win
- Tools & techniques all open-sourced & anyone is welcome to replicate
- KF/x target setup & fuzzing can now happen at different systems

- No longer need to setup your target on Xen (can use QEMU/KVM/Simics)

Thanks to the whole lot of folks!

Andrew Cooper, Sundaram Arumugasundaram, Mostafa Elsaid, Andi Kleen, Neelima Krishnan, Sathyanarayanan Kuppuswamy, Lukasz Odzioba, Sebastian Osterlund,
Elena Reshetova, Carlos Villavicencio Sanchez, Casey Schaufler, Steffen Schulz, Mathieu Tarral


https://arxiv.org/pdf/2109.10660.pdf

Antivirus fuzzing

. Widespread technology

. Complex parsers implemented in C/C++
. Remotely reachable attack surface

. High privileges

o Prior work:

Antivirus (in)Security, Attacking Antivirus, PO massacre, Sophail,
Nightmare, The AV Hacker’s Handbook, REing Defender, tons of
privescs, blackhats, and many others (sry if | missed yours!)



https://fahrplan.events.ccc.de/camp/2007/Fahrplan/attachments/1324-AntivirusInSecuritySergioshadownAlvarez.pdf
https://www.blackhat.com/presentations/bh-europe-08/Feng-Xue/Whitepaper/bh-eu-08-xue-WP.pdf
https://bugs.chromium.org/p/project-zero/issues/list?q=antivirus&can=1
https://lock.cmpxchg8b.com/Sophail.pdf
https://www.slideshare.net/JoxeanKoret/the-nightmare-fuzzing-suite-and-blind-code-coverage-fuzzer
https://www.wiley.com/en-ie/The+Antivirus+Hacker's+Handbook-p-9781119028758
https://github.com/0xAlexei/Publications/tree/master/Reverse%20Engineering%20Windows%20Defender
https://bogner.sh/2017/11/avgater-getting-local-admin-by-abusing-the-anti-virus-quarantine/
https://rack911labs.ca/research/exploiting-almost-every-antivirus-software/
https://blog.silentsignal.eu/wp-content/uploads/2018/01/S2_BareKnuckledAVBreaking_180108.pdf
https://github.com/v-p-b/avpwn

Antivirus fuzzing

. Complex software
. Binary-only (mostly)
o Performance

. Inspectability

. State
- Diversity
Products

Formats



KF/x vs. AV

. Reusable harness

. ~ull inspectability

° ~ull-system fuzzing

. Written documentation +
well-known platform




Symantec Endpoint Protection

My Accou nt = - -
3 e Active Turn your PC's idle time into cash.
Show me how.
PROTECT ANOTHER DEVICE

My Norton




Symantec Endpoint Protection

. Tamper protection

. Can be disabled, some memory still not accessible
° COM-like architecture
. Complex inter-module dependencies (writeup soon)
. COM is obfuscation: No export symbols, no typelib, indirect calls ...

. OS interference



Proof-of-Concept

Multiple bugs discovered by Tavis Ormandy in 2016.

“Decomposers”

Unrar, dec2lha, libmspack, ... -> ccScanW.dl|

Try to rediscover #823 — “PowerPoint misaligned stream-
cache remote stack buffer overflow”

Easy to modify nasm PoC

/GS still not applied to all (non-trivial) functions #YOLO


https://bugs.chromium.org/p/project-zero/issues/detail?id=810&q=symantec&can=1
https://bugs.chromium.org/p/project-zero/issues/detail?id=814&q=symantec&can=1
https://bugs.chromium.org/p/project-zero/issues/detail?id=816&q=symantec&can=1
https://bugs.chromium.org/p/project-zero/issues/detail?id=823&q=symantec&can=1

Proof-of-Concept

. #823 allowed quick identification of the relevant parser function and I/O
functions
. KF/x tuning
. Interrupt masking

. sinks.h -> “KiDispatchException” (resolved by Volatility)
. if (addr & 0x80000000) return;

e Large test case

SEP reads data in 8k chunks
6 reads necessary before the bug triggers (no disk in KF/x!)
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Rediscovering CVE-2016-2209 with KF/x 28



https://vimeo.com/674884046
https://vimeo.com/674884046

Handling large inputs

. Large inputs are not ideal for fuzzing in general

Performance

Process state

. Mocking 1/0

Tried it, wouldn’t recommend...
. RAM disk works (on Windows too)
. Chained fuzzing stages
. Other traps: swapping, console output, network, ...



https://thalium.github.io/blog/posts/windows-full-memory-introspection-with-icebox/

Other parsers?

C7zEngine::vftable

. Rabbit Hole Ghidra extension N
. Per-function cumulative cyclomatic complexity
addr C7zEngine: :operator_delete cc3
° G hld r'a Cpp CIaSS Analyzer addr C7zEnglne::7zEngine 10807bald ccl
addr C7zEngine: :7zEngine_l006echd cc3
° RTTI info addr C7zEngine::7zEngine 1007b%cO ccd
addr C7zEngine: :7zEngine 1006ec9@ cc
. addr C7ZEngine::7zEngine 16807bff0 cc2390
® Mag|c numbe IS addr C7zEngine: :7zEngine_1006e410 ccl
addr C7zEngine: :7zEngine 1007b7c0 cc3
. New target: 7zip decomposer
¥ ¥ Incoming References - 7z_magic_matcher cc2267
: Magic number + high complexity + reachable |
. v 8 f FUN_100985b0_cc2302
from C/zEngine class members v [® f 7z_hash_initiator_cc2310

W f 7zEngine 1007bff0_cc2390


https://github.com/v-p-b/rabbithole
https://github.com/astrelsky/Ghidra-Cpp-Class-Analyzer

“While this fuzzer runs, | will...”!

. Corpus: 1 file, some txt 7z'd with default options
. AFL++, no knowledge about the file format
. Coverage tracking with Intel PT

. Single core

. < 24h runtime
. ~9M execs ~400-500 exec/s (not a perf talk sry)

. No hang elimination (“loose paths”, timeout optimization, ...)

1 How to FAIL at Fuzzing, Prospector



https://seclists.org/dailydave/2010/q4/47

2AFE2EQ ---
594
2B18E48 ---
594
2B63C50 ---
594
2B63F90 ---
594
3785200 ---
594
38A32000EER
642
38B1594 ---
594
3F1E260 ---
594
4926338 ---
594
4926438 ---
594
492A5A0 ---
594
4B69DF8 ---
594
93EF5C8 ---
594
93F2A38 ---
594
LGP ALY TS e s PR AR KILL_SIGNAL=15 /home/b/kfx2112/AFLplusplus/afl-fuzz -m 2@
@0 -M 7zM -i /home/b/7z/input -o /home/b/7z/output -- /home/b/kfx2112/kfx --harness breakpoi

nt --domain sym_setup --input @@ --input-limit 8191 --ptcov --start-byte OxAl --json /home/b

/win8/dummy8.json --address

Fuzzing Symantec Endpoint Protection's 7z parser with KF/x

32


https://vimeo.com/674883103
https://vimeo.com/674883103

7z bug

Controlled heap overflow
Detection can be improved by enabling page heap

Silently fixed?

Symantec->Broadcom didn’t make investigation easy

uniq crashes
uniq Nangs  s—
levels

Jan03 Jan03 Jan03 Jan04 Jan04 Jan04 Jan04 Jan04 Jan04 Jan 04
21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00

all times in UTC

Mandatory AFL graph

33



22) Only modified
- ccScanw_ConMan.dll _GetFactory+0xb2279 - ccscanw.dll
edx, dword ptr [eax] Reg
ecx
dword ptr [eax+0x4], ecx
cl, byte ptr [edx] : ecx
v\ n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\r \n\n\n\n\n\n\n\ \N edx
edx ebx
dword ptr [eax], edx
edx, cl ey
ecx, esi I ebp
edx, cl esi
esi, Ox edi
dword ptr [edi], edx 8
esi, Ox
6a56bc70 ($-0x21) r9
rie

B
#49(

eax

- ccScanw_ConMan.dll_GetFactory+0xb9272 - ccscanw.dll

ecx, dword ptr [eax+0x4]

ecx, ecx ri2
x6a56 ($+0x22)

-- ccScanw_ConMan.dll GetFactory+0x - ccscanw.dl
edx, dword ptr [eax]

ecx
dword ptr [eax+0x4], ecx
cl, byte ptr [edx]

Am\ny\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\1 An\n\n\n\n\n\n\ AR\ n\n\n\n\n\n\n\n\n' A\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n"]
edx | - | ! \ y ' ! ox19f10ff0 011
dword ptr [eax], edx
edx, cl 0x19f11600 777
ecx, esi
edx, cl 0x19f11010 ?777?
esi,
dword ptr [edi], edx
esi, 0x:

0x19f11020 777

4

($-0x21) Transition

- ccScanw_ConMan.dl1_GetFactory+0xb9272 - ccscanw.dll - #490156925¢
ecx, dword ptr [eax+0x4]

ecx, ecx # #4901569256
x6a56bc97 ($+0x22)

- ccScanw_ConMan.dll _GetFactory+0x - ccscanw.dll

edx, dword ptr [eax])

ecx

ccSvcHst.exe (1640) | 2084 | ccScanw_ConMan.dll_GetFactory+0xb928e | ccscanw.dll+0xbbc8c v Show access b

Using REVEN to triage the 7z parsing heap overflow discovered with KF/x



https://vimeo.com/674884691
https://vimeo.com/674884691

Modularity

. KF/x follows the Unix philosophy
. AFL’s SHMAP became a de-facto standard

. Forkserver-based intergration with LibAFL was trivial

. Timeout/signal handling needed improvement (1/0 fail -> hang)

. Independent development of generators, mutators, etc.

. In-memory input passing needs little more work



LibAFL

[root@zerol /home/b/LibAFL/fuzzers/forkserver_simple 1% ./target/release/forkserver_simple "/home/b/kfx2112/kfx" /home/
b/7z/input -- --harness breakpoint --domain sym_setup --input @@ --input-limit 8191 --ptcov --start-byte 0xAl --json /
home/b/win8/dummy8.json --address 0x38A3200 -F /tmp/kfx.log --debug

All right - fork server 1is up.

Forkserver Options are not available.

Loading file "/home/b/7z/input/testl.7z"

[Stats #0] run time: Oh-1m-0s, clients: 1, corpus: 0, objectives: 0, executions: 0, exec/sec: 0

[Testcase #0] run time: Oh-1m-0s, clients: 1, corpus: 1, objectives: 0, executions: 1, exec/sec: 0

[LOG Debug]: Loaded 1 initial testcases.

We 1imported 1 inputs from disk.

[Stats #0] run time: Oh-1m-0s, clients: 1, corpus: 1, objectives: 0, executions: 1, exec/sec: 0

[Testcase #0] run time: Oh-1m-0s, clients: 1, corpus: 2, objectives: 0, executions: 2, exec/sec: 0

[Stats #0] run time: Oh-1m-0s, clients: 1, corpus: 2, objectives: 0, executions: 2, exec/sec: 0

[Testcase #01 run time: Oh-1m-0s. clients: 1. corpus: 3. obiectives: 0. executions: 3. exec/sec: 0




Other use-cases

= AV

Kernel components

Memory scanners

DPI/DLP/IPS features

. Games / Anti-cheat

. Sandbox escapes

Nyx Fuzzer, Fuzzy Snapshots of Firefox IPC
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https://nyx-fuzz.com/
https://blog.silentsignal.eu/2021/10/14/fuzzy-snapshots-of-firefox-ipc/

Summary

. Trivial vulnerabilities could remain hidden due to the lack of
proper tools

. VM Introspection is a game changer in vulnerability
discovery/analysis

. KF/x is an easy to integrate VMI-based fuzzing harness



Thanks!

KF/x: https://github.com/intel/kernel-fuzzer-for-xen-project

Tamas K Lengyel @tklengyel

Balint Varga-Perke @buherator


https://github.com/intel/kernel-fuzzer-for-xen-project

